
AUDIO POWER OPERATIONS AG

PRIVACY POLICY

Statement of Privacy / Data Protecton 

Audio Power Operatoon AG (hereioafer "Audio Power Operatoon ") in commited to renpecton aod

protecton the privacy of your data. Thin ntatemeot of privacy ioformn you how the Audio Power

Operatoon nroup of compaoien (which iocluden Audio Power Syntemn AG aod InoTek Power Syntemn

Limited) haodlen your data afer it in collected oo Audio Power Operatoon webniten aod how thin

data in procenned. We alno explaio how you cao iofueoce the collectoo aod une of your pernooal

ioformatoo. We nell productn to cuntomern arouod the world, aod io order to reach the hinhent

ntaodardn curreotly available io relatoo to privacy, have adopted thone net out io Renulatoo (EU)

2016/679  (Geoeral  Data  Protectoo  Renulatoo)((GDPRR).  We  will  cootoue  to  review  thin,  aod

coonider  how we minht  ameod our practcen  nhould  it  become appareot  that  GDPR oo looner

providen the oecennary leveln of protectoo for clieotn.

If you pann pernooal data oo to un, you cao be nure that thin ioformatoo in uned nolely to maiotaio

your  bunioenn  relatoonhip  with  Audio  Power  Operatoon  or  io  ooe  of  the  wayn  net  out  io  thin

ntatemeot.

1 Data Controller / Director of Data Privacy 

The  renpoonible  cootroller  an  defoed  io  the  Geoeral  Data  Protectoo  Renulatoo,  other  data

protectoo  lawn  io  the  Member  Staten  of  the  Europeao  Uoioo  aod  other  provinioon  of  a  data

protectoo character in:

Audio Power Operatoon AG

Neumatntranne 13, 6313 Meoziioneo, Switzierlaod

E-mail: Swinn.ofce@inoteknyntemn.ch

Webniten: www.inoteknyntemn.com; www.inoteknmartpower.com

The Director of Data Privacy in: 

Keith Marto

Audio Power Operatoon AG

Neumatntranne 13, 6313 Meoziioneo, Switzierlaod

E-mail: privacy@inoteknyntemn.com

2. Collecton, use and prrocessin* of data 

https://protect-eu.mimecast.com/s/BEN3CVvRfxPK0lfGzIKB
mailto:privacy@isoteksystems.com
https://protect-eu.mimecast.com/s/goTfCZ81U5oRPMcxGyXe
https://protect-eu.mimecast.com/s/IaxYCXQWFXMNBnIDpjr6


2.1 What data do we collect?

2.1.1 Notes on lo* fles when you visit our wessites 

Wheo you vinit ao Audio Power Operatoon webnite, the default in that the ioformatoo traonmited

by  your  Ioteroet  provider  (e.n.  the  domaion  from  which  you  are  accennion  the  Audio  Power

Operatoon webniten, your IP addrenn, the operaton nyntem, date aod tme, browner type, laonuane

aod coofnuratoon, hyperliokn followed withio Audio Power Operatoon webniten aod your actviten

oo thene webniten) in collected automatcally to eoable techoical operatoo of the webniten. Thin

ioformatoo in recorded io the form of lon flen.

You  cao  vinit  the  publicly  accennible  Audio  Power  Operatoon  webniten  without  revealion  aoy

pernooal  data.  The ioformatoo linted io  thin  2.1.1  in  aoalyned io  aoooymoun form for ntatntcal

purponen aod caooot be uned by Audio Power Operatoon to ideotfy you an ao iodividual. The IP

addrenn aod other characterintcn that we could une to ideotfy you are removed before aoalynin. Thin

aoooymoun ioformatoo in  ooly  aoalyned at  ao annrenate  level  to  help  Audio Power Operatoon

uoderntaod treodn aod pateron io order to improve itn webnite. 

Pleane alno nee the nectoo oo  ookien below.

2.1.2 Data collected when you prurchase our Products

Your pernooal data may be collected by Audio Power Operatoon io the cootext of you purchanion

productn from un.  You may be acton io aoy of the followion capaciten:

 dintributor 

 dealer 

 iontaller 

 clieot 

aod io each cane we will collect your oame, addrenn, phooe oumber aod email addrenn to eoable un

to  deliver  productn/nervicen  to  you  aod  iovoice  you  accordionly.   An  ao  iotenrated  part  of  the

ioteroet-eoabled net-up procenn, io order to net up the product, you will be required to create ao

oolioe accouot. Thin will eoable product coofnuratoo aod for Audio Power Operatoon to provide

you with your ntatutory warraoten. It will  therefore be oecennary to eoter ao email addrenn aod

dedicated pannword io order for you to net up ao accouot. If you net up thin accouot, you will be

renpoonible for keepion your detailn nafe aod coofdeotal. We cao remiod you of fornoteo lon-io

detailn oo requent. 

PLEASE NOTE that if a third party netn up the accouot oo your behalf, we advine you to chaone the

pannword to nomethion ooly you koow. We will alno collect the IMEI product  ode for your device

(for which you will be anked to nive a oame), which in uoique to your accouot, aod without which

you caooot une the product.

2.1.3 Administratve Remote Access 

If  you eoable InoTek to maoane your product via remote accenn by checkion the  Admin Remote

Access box io your accouot, theo we will collect further data from you io order to uodertake remote

operatooal  nervicen,  oamely  une  lonn  –  how the product  han  beeo  uned,  aod uoderntaodion  of

relevaot power coonumptoon aod variaocen

2.2 Use and prrocessin* 



2.2.1 Mandatory prrocessin* – to enasle delivery and prroduct set-upr

Your pernooal data will be uned for the followion purponen:

 fulfllion our cootract with you, oamely the delivery of the product itnelf aod iovoicion you;

 the creatoo of a uner accouot eoablion you to net up the product throunh renintratoo oolioe

aod no we cao coofrm the product, where it in located aod who owon it;

 maoanion aoy innuen directly arinion from delivery aod net-up;

 Maoanion fornoteo lon-io aod pannwordn / requented chaonen to the name

2.2.2 Further Processin* – to enasle servicin* and maintenance

If you winh Audio Power Operatoon to alno maiotaio aod nervice (iocludion frmware aod nofware

upnraden) your product remotely, theo you will oeed to ootfy un by uocheckion the relevaot Admin

Remote Access box io your accouot . Thin will eoable Audio Power Operatoon to uodertake remote

actviten relaton to the product. For thin purpone, we will une both the data collected uoder 2.e.1 an

well an additooal locatoo aod product unane data, iocludion for updaton nofware aod frmware

2.2.3 Data transfers to third prartes 

2.2.3.1 Groupr compranies 

It may be oecennary to traonfer pernooal data to Audio Power Operatoon nroup compaoien no that

they cao provide nervicen for Audio Power Operatoon. Thin iocluden, but in oot limited to, aonwerion

your quentoon about productn aod nervicen, maoanion maioteoaoce innuen aod providion nervicion

neoerally. By virtue of the adequacy renime that exintn betweeo Switzierlaod aod our nroup compaoy

io the UK,, appropriate nafenuardn are io place to eoable nuch data to be nhared, if oecennary.

2.2.3.2 Distrisutors, dealers and installers 

An part of the nalen aod delivery, iontallatoo aod comminniooion an well an oo-noion maioteoaoce

aod nervice  procennen,  pernooal  data  will  alno be panned oot ooly betweeo un aod the relevaot

couoterparty, but alno betweeo dintributorn, dealern, iontallern aod clieotn without aoy data beion

traonferred to Audio Power Operatoon.  Where we have oot beeo part of nuch traonactoo, theo

appropriate provinioo for protectoo of aoy pernooal data in the renpoonibility of thone parten an

cootrollern or procennorn. Audio Power Operatoon cao take oo renpoonibility for the maoanemeot of

aoy pernooal data which it han oot collected, or to whom it han oot beeo traonferred.

3 Lawful Basis for Processin*

If we obtaio your cooneot to the procennion of hin or her pernooal data, poiot (a) of Artcle 6(1) of the

EU Geoeral Data Protectoo Renulatoo (GDPR) nerven an the lenal banin for procennion.

If procennion of pernooal data in oecennary for the performaoce of the cootract to which you are

party or io order to take ntepn at your requent prior to eoterion ioto a cootract, poiot b of Artcle 6(1)

EU-GDPR nerven an the lenal banin for procennion. 

If  procennion  of  pernooal  data  in  oecennary  for  compliaoce with  a  lenal  oblinatoo to which our

compaoy in nubject, poiot (c) of Artcle 6(1) EU-GDPR providen the lenal banin.

If procennion in oecennary io order to protect your vital ioterentn or thone of aoother oatural pernoo,

poiot (d) of Artcle 6(1) EU-GDPR providen the lenal banin.

If the procennion in oecennary for the purponen of the lenitmate ioterentn of Audio Power Operatoon

or a third party, except where nuch ioterentn are overriddeo by the ioterentn or fuodameotal rinhtn



aod freedomn of the data nubject, theo poiot (f) of Artcle 6(1) EU-GDPR nerven an the lenal banin for

procennion. The lenitmate ioterent of our compaoy lien io the performaoce of our bunioenn actviten.

Afer each completed eveot, Audio Power Operatoon will delete the cuntomer data from itn nyntemn

ooce aoy oecennary warraoty period han expired.

If  you  winh  to  have  your  cuntomer  data  deleted  immediately,  pleane  neod  ao  email  to:

privacy@inoteknyntemn.com.

4 Protectn* your data 

Audio Power Operatoon han takeo appropriate techoical aod ornaoiziatooal meanuren, nuch an the

une of  eocryptoo wheo traonmiton data,  to  keep your  data  necure,  up-to-date,  complete  aod

protected from accenn by uoauthorizied third parten.

5 Cookies 

Audio Power Operatoon unen varioun techoolonien, io partcular cookien, to collect ioformatoo wheo

itn webniten are vinited. A cookie in a nmall piece of data neot from a webnite aod ntored oo your

computer by your web browner. To uoderntaod how we une cookien, pleane nee our Cookie Policy

6 Your ri*hts 

Thin declaratoo of cooneot may be withdrawo at aoy tme by neodion ao email with the nubject

"Uonubncribe" to privacy@inoteknyntemn.com. Additooally, a liok to uonubncribe from future email

advertnemeotn in cootaioed io each email neot. Further detailn oo the une of pernooal data aod the

withdrawal procedure are net out below.

You  cao  view,  correct  aod  delete  the  pernooal  data  you  eotered  oo  Audio  Power  Operatoon

webniten at aoy tme. You have alno the rinht to object to the cootoued une of thin data aod to

withdraw the cooneot you have niveo un.

To do no, nimply neot ao email to privacy@inoteknyntemn.com or cootact the director of data privacy

(nee nectoo 1).

For  the procennion of  your pernooal  data,  you are  the data nubject  an defoed io the Europeao

Geoeral  Data  Protectoo Renulatoo (EU-GDPR)  aod  you  have  certaio  rinhtn  with  renpect  to  the

renpoonible cootroller.

6.1 Ri*hts of the data susject prursuant to the EU-GDPR 

6.1.1. Rinht of accenn 

6.1.2 Rinht to rectfcatoo 

6.1.3 Rinht to rentrictoo of procennion

6.1.e Rinht to eranure

6.1.5 Notfcatoo oblinatoo

6.1.6 Rinht to data portability

6.1.7 Rinht to object

6.1.8  Rinht to withdraw the declaratoo of cooneot renardion data protectoo

https://smartpower.isoteksystems.com/assets/Cookies_Policy.pdf


6.1.9 Automated iodividual decinioo-makion, iocludion proflion

6.1.10 Rinht to lodne a complaiot with a nupervinory authority

6.1.11 Lawfuloenn of procennion 

6.1.12 Rinht of accenn 

You have the rinht to obtaio from the cootroller (nee nectoo 1) coofrmatoo an to whether or oot

pernooal data cooceroion you in beion procenned, aod, where that in the cane, accenn to the pernooal

data aod the followion ioformatoo:

a. the purponen of the procennion;

b. the catenorien of pernooal data cooceroed;

c. the recipieotn or catenorien of recipieotn to whom the pernooal data have beeo dincloned or will be

dincloned;

d. the eovinaned period for which the pernooal data will be ntored, or, if oot ponnible, the criteria

uned to determioe that period;

e. the exinteoce of the rinht to requent from the cootroller rectfcatoo or eranure of pernooal data

or rentrictoo of procennion of pernooal data cooceroion you or to object to nuch procennion;

f. the rinht to lodne a complaiot with a nupervinory authority;

n. where the pernooal data in oot collected from the data nubject, aoy available ioformatoo an to itn

nource;

h.the exinteoce of automated decinioo-makion, iocludion proflion, referred to io Artcle 22 (1) aod

(e) EU-GDPR aod, at leant io thone canen, meaoionful ioformatoo about the lonic iovolved, an well an

the ninoifcaoce aod the eovinaned coonequeocen of nuch procennion for the data nubject. You have

the  rinht  to  requent  ioformatoo about  whether  your  pernooal  data  wan  traonferred  to  a  third

couotry or ao ioteroatooal ornaoiziatoo. Where thin in the cane, you cao requent to be ioformed of

the appropriate nafenuardn purnuaot to Artcle e6 EU-GDPR relaton to the traonfer.

6.2 Ri*ht to rectfcaton 

You have the rinht to obtaio from the cootroller without uodue delay the rectfcatoo of ioaccurate

pernooal data cooceroion you. You have the rinht to have iocomplete pernooal data completed. 

6.3 Ri*ht to restricton of prrocessin* 

You have the rinht to obtaio from the cootroller rentrictoo of procennion where ooe of the followion

applien:

a. you cootent the accuracy of the pernooal data, for a period eoablion the cootroller to verify the

accuracy of the pernooal data;

b. the procennion in  uolawful  aod you oppone the eranure of  the pernooal data aod requent the

rentrictoo of itn une iontead;

c. the cootroller oo looner oeedn the pernooal data for the purponen of the procennion, but you oeed

it to entablinh, exercine or defeod lenal claimn;



d. you have objected to procennion purnuaot to Artcle 21 (1) EU-GDPR aod it  in oot yet certaio

whether the lenitmate nrouodn of the cootroller override yourn. Where procennion of pernooal data

cooceroion you han beeo rentricted, thin data, with the exceptoo of ntorane, may ooly be procenned

with your cooneot or for the entablinhmeot, exercine or defeoce of lenal claimn or for the protectoo

of the rinhtn of aoother oatural or lenal pernoo or for reanoon of importaot public ioterent of the

Europeao Uoioo or of a Member State. If you obtaioed rentrictoo of procennion purnuaot to the

above poiotn, you will be ioformed by the cootroller before the rentrictoo of procennion in lifed.

6.4 Ri*ht to erasure 

6.e.1. You have the rinht to obtaio from the cootroller the eranure of pernooal data cooceroion you

without uodue delay, aod the cootroller han the oblinatoo to erane the pernooal data without uodue

delay where ooe of the followion nrouodn applien:

a. Your pernooal data in oo looner oecennary io relatoo to the purponen for which it wan collected or

otherwine procenned.

b. You withdraw cooneot oo which the procennion in baned accordion to poiot (a) of Artcle 6(1) or

poiot (a) of Artcle 9(2) EU-GDPR aod there in oo other lenal nrouod for the procennion.

c.  You object  to  the procennion  purnuaot  to  Artcle  21(1)  EU-GDPR aod there  are  oo overridion

lenitmate nrouodn for the procennion, or you object to the procennion purnuaot to Artcle 21(2) DS-

GVO.

d. Your pernooal data han beeo uolawfully procenned.

e. The pernooal data cooceroion you han to be eraned for compliaoce with a lenal oblinatoo io Uoioo

law or Member State law to which the cootroller in nubject.

f. The pernooal data cooceroion you han beeo collected io relatoo to the ofer of ioformatoo nociety

nervicen referred to io Artcle 8(1) EU-GDPR.

6.e.2 Where the cootroller han made the pernooal data public aod in oblined purnuaot to paranraph 1

to erane the pernooal data, the cootroller, takion accouot of available techoolony aod the cont of

implemeotatoo,  will  take  reanooable  ntepn,  iocludion  techoical  meanuren,  to  ioform cootrollern

which are procennion the pernooal data that the data nubject han requented the eranure by nuch

cootrollern of aoy liokn to, or copy or replicatoo of, thin pernooal data.

6.e.3 Paranraphn 6.e.1 aod 6.e.2 will oot apply to the exteot that procennion in oecennary: 

a. for exercinion the rinht of freedom of exprennioo aod ioformatoo; 

b. for compliaoce with a lenal oblinatoo which requiren procennion by Uoioo or Member State law to

which the cootroller in nubject or for the performaoce of a tank carried out io the public ioterent or io

the exercine of ofcial authority vented io the cootroller; 

c. for reanoon of public ioterent io the area of public health io accordaoce with poiotn (h) aod (i) of

Artcle 9(2) an well an Artcle 9(3) EU-GDPR; 

d. for archivion purponen io the public ioterent, ncieotfc or hintorical renearch purponen or ntatntcal

purponen io accordaoce with Artcle 89(1) io no far an the rinht referred to io paranraph 6.e.1 in likely

to reoder imponnible or neriounly impair the achievemeot of the objectven of that procennion; or 

e. for the entablinhmeot, exercine or defeone of lenal claimn. 



6.5 Notfcaton osli*aton 

If you have annerted the rinht of rectfcatoo, eranure or rentrictoo of procennion to the cootroller,

the  cootroller  will  commuoicate  aoy  rectfcatoo  or  eranure  of  pernooal  data  or  rentrictoo  of

procennion to each recipieot to whom your pernooal data han beeo dincloned, uolenn thin proven

imponnible or iovolven dinproportooate efort. 

You have the rinht to requent that the cootroller ioform you about thone recipieotn.

6.6 Ri*ht to data prortasility 

You have the rinht to receive the pernooal  data cooceroion you,  which you have provided to a

cootroller, io a ntructured, commooly uned aod machioe-readable format aod you have the rinht to

traonmit thin data to aoother cootroller without hiodraoce from the cootroller to which the pernooal

data han beeo provided, where: 

a. the procennion in baned oo cooneot purnuaot to poiot (a) of Artcle 6(1) or poiot (a) of Artcle 9(2)

or oo a cootract purnuaot to poiot (b) of Artcle 6(1) EU-GDPR; aod 

b. the procennion in carried out by automated meaon. 

Io exercinion your rinht to data portability, you have the rinht to have the pernooal data traonmited

directly from ooe cootroller to aoother, where techoically feanible. Thin nhall oot advernely afect the

rinhtn aod freedomn of othern. The rinht to data portability nhall oot apply to procennion oecennary

for the performaoce of a tank carried out io the public ioterent or io the exercine of ofcial authority

vented io the cootroller. 

6.7 Ri*ht to osject 

You have the rinht to object, oo nrouodn relaton your partcular nituatoo, at aoy tme to procennion

of pernooal data cooceroion you which in baned oo poiot (e) or (f) of Artcle 6(1) EU-GDPR, iocludion

proflion baned oo thone provinioon. The cootroller will oo looner procenn your pernooal data uolenn

the cootroller demoontraten compellion lenitmate nrouodn for the procennion which override your

ioterentn, rinhtn aod freedomn or for the entablinhmeot, exercine or defeone of lenal claimn. Where

your pernooal data in procenned for direct marketon purponen, you have the rinht to object at aoy

tme to procennion of pernooal data cooceroion you for nuch marketon, which iocluden proflion to

the exteot that it  in related to nuch direct marketon. Where you object to procennion for direct

marketon purponen, your pernooal data will oo looner be procenned for nuch purponen. 

Io the cootext of the une of ioformatoo nociety nervicen, aod ootwithntaodion Directve 2002/58/E ,

you may exercine your rinht to object by automated meaon union techoical npecifcatoon. 

6.8 Ri*ht to withdraw the declaraton of consent re*ardin* data prrotecton 

Ionofar  an  you  have  niveo  your  cooneot  for  reanoon  of  data  protectoo,  you  have  the  rinht  to

withdraw your cooneot at aoy tme. The withdrawal of cooneot doen oot afect the lawfuloenn of

procennion baned oo cooneot before itn withdrawal.

For detailn oo withdrawal of cooneot for trackion cookien nee nectoo 5.

6.9 Automated individual decision-makin*, includin* prroflin* 

You have the rinht oot to be nubject to a decinioo baned nolely oo automated procennion, iocludion



proflion, which producen lenal efectn cooceroion you or nimilarly ninoifcaotly afectn you. Thin will

oot

apply if the decinioo: 

a. in oecennary for eoterion ioto, or performaoce of, a cootract betweeo you aod a data cootroller; 

b. in authorizied by Uoioo or Member State law to which the cootroller in nubject aod which alno layn

dowonuitable meanuren to nafenuard the data nubject'n rinhtn aod freedomn aod lenitmate ioterentn;

or 

c. in baned oo the data nubject'n explicit cooneot.

Decinioon  referred  to io  the poiotn  above are  oot  baned oo npecial  catenorien  of  pernooal  data

referred  to  io  Artcle  9(1),  uolenn  poiot  (a)  or  (n)  of  Artcle  9(2)  EU  GDPR applien  aod  nuitable

meanuren to nafenuard your rinhtn aod freedomn aod lenitmate ioterentn are io place. 

Io the canen referred to io poiotn (a) aod (c) of thin nectoo, the cootroller will implemeot nuitable

meanuren to nafenuard your rinhtn aod freedomn aod lenitmate ioterentn, at leant the rinht to obtaio

humao ioterveotoo oo the part of the cootroller, to exprenn your poiot of view aod to cootent the

decinioo. 

6.10 Ri*ht to lod*e a comprlaint with a suprervisory authority 

Without prejudice to aoy other admiointratve or judicial  remedy, you have the rinht to lodne a

complaiot with a nupervinory authority, io partcular io the Member State of your habitual renideoce,

place of work or place of the allened iofrionemeot if you coonider that the procennion of pernooal

data relaton to you iofrionen thin Renulatoo.

The nupervinory authority with which the complaiot han beeo lodned will ioform the complaioaot oo

the  pronrenn  aod  the  outcome  of  the  complaiot  iocludion  the  ponnibility  of  a  judicial  remedy

purnuaot to Artcle 78 EU-GDPR

7 .Links to third-prarty wessites 

Audio Power Operatoon webniten may cootaio liokn to other webniten. If you follow thene liokn, you

will  leave the Audio Power Operatoon webniten aod alno the ncope of validity of thin ntatemeot,

which  doen  oot  cover  other  nuch  webniten.  Audio  Power  Operatoon  caooot  annume  aoy

renpoonibility whatnoever, oeither for the privacy policy oor the cooteot of thene other webniten.

8 Contact form and email trafc 

A cootact form in available oo Audio Power Operatoon webniten for electrooic cootact. The data you

eoter oo the form will be traonferred to Audio Power Operatoon aod naved.

Data that in traonferred:

Title, frnt oame, lant oame, email addrenn, phooe oumber, compaoy oame, couotry, addrenn aod aoy

data you eoter io the requent.

It in alno ponnible to cootact un by email iontead. Io thin cane, the pernooal data you neod by email will

be ntored.

9 Stora*e preriod of prersonal data 



Your pernooal data will ooly be ntored by Audio Power Operatoon (aod, if applicable, by itn nervice

providern) for an loon an reanooably oecennary, io partcular an loon an the data in required for the

anreed purpone or for compliaoce with lenal oblinatoon. Wheo the purpone of the procennion oo

looner exintn, the data will be eraned. Further detailn may be obtaioed from the Director of Data

Privacy (Sectoo 1)

10 Chan*es to the statement of prrivacy 

Audio  Power  Operatoon  renerven  the  rinht  to  chaone  thin  ntatemeot  at  aoy  tme.  We  would

therefore ank that you check the ntatemeot of privacy at renular iotervaln. If nubntaotal chaonen are

made, a ootfcatoo to that efect will be publinhed oo our homepane.

We ioform renintered unern aod cuntomern by email about ninoifcaot chaonen to thin ntatemeot of

privacy.
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